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Introduction

This user manual is for the IT support department. It details how to install Open Visual Trace
Route, as well as its main functions.

O.V.T.RU is a software application designed to give a visualization of networking functions,
such as traceroute and whois. It is free and open source, and works across a variety of
platforms, including the three major ones: Windows, MacOS X, and Ubuntu.

Requirements

There are some requirements a computer needs to meet before you can download and install
this software.

e 40.3 MB of free disk space.
e Network capable device to function.
e Graphics card that supports OpenGL2 features for 3D map rendering.

e Java 8.1 or higher
=  Download and install this from the Oracle website.
o https://www.java.com/en/download/

e WinPcap
* The O.V.T.R. installer will also install this if it is not on the computer.
* If WinPcap is already installed, you will need to cancel its installation during the
O.V.T.R. installation.

1 Open Visual Trace Route
2 OpenGL is something the computer uses to draw 3D objects. It is not strictly necessary for this software,
but it will be limited to 2D maps without it.
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There are a number of different features available on O.V.T.R:

e Traceroute
* This feature allows a person to track on a map where their packet® goes before it
reaches its intended destination.

e OSniffer
* This feature “sniffs”, or captures and reads all the packets that travel through the
network.
e Whois

» This feature finds any publicly available information about a website domain*.
e 3D/2D visualization
* The application can display a map in either a 2D or 3D map.

The Traceroute feature of this application maps out the physical location of the servers a packet
visits.

It is similar in function to the Traceroute command, which is a network command used to find
out where a data packet goes before it reaches its intended destination. When used in
Command prompt, it tracks the servers the packet goes through, but not their physical location.

This application uses the server information to find their physical location, and then maps that
to either a 3D or 2D map. It also gives the IP address, hostname and latency of the server.

This feature queries public databases for information about the domain you search. This
information could be who owns the domain, the range of IP addresses of the network, or even
other information about the company, like their address or contact details.

Not every website will have all this information, or any information at all. It will only work for
domains owned by those that release that public information, which would typically be larger
companies.

3 A packet is the packaging on data that is sent through a network. It says where the data is from, where
it's going, and other information about the data. (Christensson, Packet Definition, 2018)

4 Domain refers to the unique name that identifies a website. It should have a domain suffix like .com,
.net or .org at the end. For example, google.com is the domain name for Google. (Christensson, Domain
Name Definition, 2012)
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The software can be installed on a variety of Operating Systems. This includes the most popular
systems like Windows and Mac OSX, but it can also be installed on Linux Debian (Ubuntu,
Mint), Linux RPM (Redhap, OpenSUSE) and even a portable version that doesn’t require
installation.

All computers at this company use Windows, so this guide will be tailored for that.

The installation file can be found at:
https:/ /sourceforge.net/ projects/ openvisualtrace/files /latest/ download

The download should automatically begin.

1. Open the installation file to begin installing the software. It will open an installation wizard
(Fig.1).

2. Click on “Next” to go to the next screen.

3. Accept the license agreement by selecting the “I | & setvp-Open Visusl frcerute - x

accept the agreement” option, then go to the Welcome to the Open Visual
Traceroute Setup Wizard

next screen.
This will install Open Visual Traceroute version 1.7.1 on your
computer.

4. Choose the location to install the software. It is

It is recommended that you close all other applications before
continuing.

Click Next to continue, or Cancel to exit Setup,

recommended to keep the default location.

5. Choose which start menu folder you want to
put the shortcut to access the software in. It is
recommended to keep the default location.

Cancel

6. Check the box if you want to have an easy to
access icon on your desktop to open this Figure 1 - Installation Wizard
software. It is recommended you do this.

@

. . . . Py ing to Install
7. Clle ”Il‘lStaH" tO begll‘l the lnStaﬂatlon [ rES‘:::;“i:p::p:ringminstall Open Visual Traceroute on your computer.

process.

8. This popup will appear if you don’t have I P <
WinPcap installed (Fig.2). Click Ok to open
. . { Open Visual Traceroute requires WinPcap to run properly. If
the WinPcap wizard. If you already have o b2 sure 10 cneck Automabicly st the Winpeop drver ot
WinPcap installed, another popup will appear e
(Fig.3). Cancel the wizard and go to step 12.

9. Aninstallation wizard for WinPcap should
open (Fig.4). Figure 2 - Popup to open the WinPcap wizard
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© ) 10.  Click on I Agree to agree to the license
Preparing to Install agreement.

Setup is preparing to install Open Visual Traceroute on your computer.

. 11.  Leave the box checked to automatically start
WinPcap when you turn on the computer. Click
“Install” to install it.

I WinPeap 4.1.3 Setup *

WinPcap 4.1.3 is already installed on this machine.
! Press Ok if you want to force the installation, or Cancel if you

want to abort the installation. 12. GO baCk tO the Open Visual TracerOute
— installation wizard and click “Ok” (Fig.5).

13.  The software will finish installing and will
open when “Finish” is clicked (Fig.6).

Cancel

Figure 3 - Popup when WinPcap is already installed

(31 WinPcap 4.1.3 Setup - X | &)
|

Preparing to Install
Setup is preparing to install Open Visual Traceroute on your computer.

Welcome to the WinPcap 4.1.3
Setup Wizard |

This Wizard will guide you through the entire WinPcap
installation, i |
For more information or support, please visit the WinPcap
home page.

Set
http: ffwww.winpcap.org P x

|
{ WinPeap installed successfully. Mow installing Open Visual
Traceroute, |

.
SEE . Cancel
Figure 4 - The installation wizard for WinPcap Figure 5 - Popup on successful install of WinPcap

&) Setup - Open Visual Traceroute —

Completing the Open Visual
Traceroute Setup Wizard

Setup has finished instaling Open Visual Traceroute on your
computer. The application may be launched by selecting the
installed icons.

Click Finish to exit Setup.

Launch Open Visual Traceroute

Figure 6 - O.V.T.R successfully installed

Samuel Low Page | 6



Open Visual Trace Route User Manual 18/11/2019

Using Traceroute

The Traceroute feature can be accessed by selecting the “Traceroute” tab. You can also toggle
whether you want to show the hostnames of the servers you visit or not. Showing the
hostnames may take more time. Then you type in the domain you are sending a packet to and
press enter to begin the process. If you set a timeout, it will stop running when it reaches the
time you have set. All this can be found at the top of the application (Fig.7).

lé;.") Traceroute =3 sniffer [Z=] Whois | “ 2DI3D 2] Ij i‘\ i i Enter an hostname of IP to tracero| | W Timeout 0 E ‘/L)' ’L/

Traceroute tab Where to enter the domain ~ Show hostname

Figure 7 - Using Traceroute

A successful Traceroute should look something like this (Fig.8).

B | (T | Wi ™ ([~ wom) =
&) Traceroute 228 sniffer [Z=] whois ‘ “ 2D/3D ‘ [_—J ® [ é i southmetrotafe.wa.edu.au | “w | Timeout 0 E @
< 9 |# | | Country | Town | Lat Lon | 1P | Hostname [L.|D.. |Di.. |..]
E 1 bl Australia Perth -31.9674 1158621 192168571 (None) 15 <« 0 @
. 2 &l Australia Perth -31.9674 1158621 192.168.254... murd-pa.citewa.edu... 15 <1 0 @

3 & Australia Adelaide -34.9287 138.5986 150.101.42.1.. lo1.bras21.pertonii.. 16 <1 21. @
4 &8 Australia Adelaide -34.9287 138.5986 150.101.34.87 ae24.cri.perdoniinet 16 <1 0 @
5 B Australia Adelaide -34.9287 138.5986 150.101.34.1.. (None) 15 <1 0 @
6 = United States  Houston 29.7431 -95.4446  198.32.212.92 (None) 38 <1 14.. @
7 & Australia Perth -31.9674 1158621 118.88.16.146 146-16-88-118.dcwe.. 16 <1 17.. @
8 Bl Australia (Unknown) -33.494 143.2104 103.16.134.1... (None) 15 <1 25.. @

aky

2

<l

4.

=h

6.

7.

- o—]

8.

Latency (ms) DNS Lookup (ms)
I f = |
Trace foute completed in 0.864s. Route length: 36,718 kms

Figure 8 - A successful Traceroute
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On the left of the screen will be a map of the world, with
the locations of the servers shown on it (Fig.9). You can
click and drag in that section to move the map around
and see different parts of the map. Use your scroll wheel
on your mouse to zoom in and out of the map.
Alternatively, you can use the buttons at the bottom left
to navigate the map.

At the top half to the right side will the list of servers
that your packet visited (Fig.10). You can find out lots of
information about that particular server here, including
the name of its location, its coordinates, and even its IP
address.

Below that is a graph of latencies (Fig.11). It shows how
much time it took to travel from one server to another.

This is in blue. It also shows in green the time it took to
find information about the server (DNS lookup), which
usually takes longer. Figure 9 - Map with server locations

# | | Country | Town | Lat | Lon P | Hostname |L.|p.. |bi
1 & Australia Perth 318674 1158621 192168571  (None) 15 <
2 &l Australia Perth -31.8674 1168621 192.168.254.. murd-paciewaedu.. 15 <
3 & Australia Adelalde -34.9287 1385986 150.101.4210.. l01.bras2t perl.onii. 16 <1
4 @ Australia Adelaide 349287 1385985  150.101.34.87 aedcriperdoninet 16 <1
5 &l Australia Adelaide -34.5287 1385086  150.101.341.. (Nong) 15 <1 0
6 1
7 1
8 1

2 United States Houston 207431 -95.4446  198.32.21292 (None) 3B <
& Australia Perth 31.9674 1158621 118.8816.146 145-16-88-118.dewe.. 16 <
&l Australia (Unknown) ~ -33.494 1432104  10316.134.1... (Mone)

[SISRSISISESIE]S)

@ N o oW s w N

Latency (ms) DNS Laokup {ms)

Figure 10 - List of servers
Figure 11 - Graph of latencies

The Screenshot button can be used to take an image of the application screen. It will prompt
you to name and save it at a location of your choice. The button can be found at the top of the
application (Fig.12).

The Copy data will copy all the server information from the list of servers (Fig.10). It works
similarly to when you use Ctrl-C, you can use Ctrl-V to paste that info where you want. It is
next to the Screenshot button at the top of the screen (Fig.12).

The Export button will save the server list info as a CSV file. It will prompt you to name the
CSV file and let you choose where to save it. It can be found that the top section with the other
buttons (Fig.12).

| @Tmmmmg | I Sniffer [=] Whois | uzman | | 7] D lb‘\ # i Enter an hostname or IP to tracero | “w | Timeout 0 B‘ '/L/\' (_/

Screenshot Copy info  Exportto file

Figure 12 - Traceroute Additional options buttons
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Using Whois

The Whois feature can be accessed by selecting the “Whois” tab at the top of the screen (Fig.13).
You type in the domain name you wish to find info about, and then press enter or click the
Search button.

l Q-,.‘) Traceroute J { =l sniffer J [2= ] Whois “ 2D/3D w @ M LJ u

Whois tab Enter domain name Search button

Figure 13 - Using Whois

A successful Whois should look like this (Fig.14).

&) Open Visual Trace Route 1.7.1 - X

&) Traceroute 58 sniffer | | [i=] Whois | [ "20/3D | 7 £ 7».:\ 4 i google.com.au ] w

| = Who is IP: 172.217.167.67 Hostname: syd15s06-in-f3.1e100.net

[a
NetRange:  172.217.0.0-172.217.255.255 N
' | CIDR: 172.217.0.016
||| NetName: GOOGLE
| || NetHandle:  NET-172-217-0-0-1
. | Parent  NET172 (NET-172-0-0-0-0)
NetType: Direct Allocation
OriginAS:  AS15169
Organization: Google LLC (GOGL)
RegDate: 2012-04-16
Updated: 2012-04-16
Ref: https://rdap.arin.netregistry/ip/172.217.0.0
OrgName: Google LLC
Orgld: GOGL
Address: 1600 Amphitheatre Parkway
Mountain Vie: 3 City: Mountain View
e o | StateProv:  CA
PostalCode: 94043
Country: us
RegDate: 2000-03-30
Updated: 2019-10-31
Comment:  Please note thatthe way to file abuse are located in the following links.
Comment:
Comment: To report abuse and illegal activity: https:/www.google.com/contact/
Comment:
Comment: Forlegal requests: hitp://support.google.com/legal
Comment:
Comment.  Regards,
Comment.  The Google Team
Ref: hittps:/rdap.arin.netiregistry/entityy GOGL
OrgTechHandle: ZG39-ARIN
OrgTechName: Google LLC
OrgTechPhone: +1-650-253-0000
OrgTechEmail: arin-contact@google.com 3
|_OgnTachDaf  h#tne:llrdan arin nadiraaietndantihd 7620 ADIK -
< JTTTTTY

Whois done.

Figure 14 - Successful Whois

If no information appears, the domain may not have any information publicly available.

The left side of the screen shows a map with the location of the server. You can click and drag in
that section to move the map around and see different parts of the map. Use your scroll wheel
on your mouse to zoom in and out of the map. Alternatively, you can use the buttons at the
bottom left to navigate the map.

The right side of the screen will show the information that has been found. This can include the
network’s IP address range, owner name and address, and contact information.
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The Screenshot button can be used to take an image of the application screen. It will prompt
you to name and save it at a location of your choice. The button can be found at the top of the
application (Fig.15).

The Copy data will copy all the information that was found. It works similarly to when you use
Ctrl-C, you can use Ctrl-V to paste that info where you want. It is next to the Screenshot button
at the top of the screen (Fig.15).

The Export button will save the information as a CSV file. It will prompt you to name the CSV
file and let you choose where to save it. It can be found that the top section with the other
buttons (Fig.15).

l WTracemute J { = sniffar J | [2=] Whois | | “2DJ‘AD | lLJ I—j LJ & i

Screems!oi Copy Export

Figure 15 - Whois Additional options buttons
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Conclusion

This manual should have given you a good idea of what O.V.T.R. can be used for and how to
use its various functions. The application is particularly useful for displaying information in a
visual way but the other functions it provides shouldn’t be underappreciated either. They are
all useful in their own way. You will most likely find yourself with problems, as an IT support
member, which can be solved with this application.
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